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About Me

● Senior Database Performance Engineer at Percona

● APAC support team (Vietnam, India, Australia, Philippines)

● Based in Metro Manila, Philippines
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Managing Users in Databases

● Every Database software have their own built-in feature for 
managing users and groups

● It becomes a challenge to maintain it across multiple servers
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External Authentication

● 3rd-party system that can check if a user can authenticate or 

not

● Provides centralized information and management of users and 

groups

● Can be used to identify what a user can do based on its 

membership

● Supported in MySQL, MongoDB, and PostgreSQL
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External authentication is an Enterprise 
Feature!

PostgreSQL is an exception
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Percona Server is bundled with Enterprise features

● Key servers for Encryption at rest

● Additional storage engines

● Hot backups

● Audit logging

● External authentication
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LDAP

● Lightweight Directory Access Protocol

● A standard protocol for managing directory services of typically 

users, groups and devices

● Many applications use LDAP for lookups

● OpenLDAP, Active Directory, RedHat Directory Server and 

Samba implement LDAP protocol to access its data
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External Authentication with LDAP

● MySQL - 

https://docs.percona.com/percona-server/8.0/ldap-authentica

tion.html

● MongoDB - 

https://docs.percona.com/percona-server-for-mongodb/7.0/ld

ap-setup.html

● PostgreSQL - 

https://www.postgresql.org/docs/current/auth-ldap.html

https://docs.percona.com/percona-server/8.0/ldap-authentication.html
https://docs.percona.com/percona-server/8.0/ldap-authentication.html
https://docs.percona.com/percona-server-for-mongodb/7.0/ldap-setup.html
https://docs.percona.com/percona-server-for-mongodb/7.0/ldap-setup.html
https://www.postgresql.org/docs/current/auth-ldap.html
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Essential LDAP knowhow for external authentication

● Connecting to LDAP

● Using ldapsearch to enumerate users and groups

● Test with Samba
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Adding user accounts in Samba

● samba-tool user add THE_USERNAME THE_PASSWORD
○ Eg. samba-tool user add jaime password_of_jaime
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Adding group accounts in Samba

● samba-tool group add THE_GROUP
○ Eg. samba-tool group add support
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Adding user as a member in a group

● samba-tool group addmembers THE_GROUP THE_USER
○ Eg. samba-tool group addmembers support jaime
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Need help with samba-tool

● --help can help you out

● samba-tool --help

● samba-tool user add --help

● samba-tool group --help

● samba-tool user show --help 
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Using samba

● samba-tool user show devuser01 ● samba-tool group show developers
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LDAP searches

● ldapsearch -x -H ldap://ldap.example.com -D 

"administrator@example.com"  -b 

"CN=Users,DC=example,DC=com" -w PerconaLDAPTest2024 

"(cn=Dev User01)"

● ldapsearch -x  -H ldap://ldap.example.com -D 

"CN=Administrator,CN=Users,DC=example,DC=com"  -b 

"CN=Users,DC=example,DC=com" -w PerconaLDAPTest2024 

"(cn=developers)"
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Quick Demonstration

● Show configuration of LDAP authentication in MySQL, 

MongoDB and PostgreSQL

● Add LDAP user and group

● Login with the same user in all of these databases servers
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Questions?
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Thank you!


